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Introduction

In order to get access to use any of the eCert Web APIs, vendor systems need to be associated
with a registered business in the Central Business Register at (https://cbr.ecert.co.za/).The client
system also needs to be registered as a client in the User Authentication Service and issued a valid
client_id and client secret to be able to consume the endpoints. All request calls to the TUR will be
authenticated using a JWT (Json Web token) bearer token over OAuth 2.0 protocol. This document
is designed to give vendors step-by-step directions on how they can register and connect to any of
the eCert web APIs successfully.

How to register Client on User Authentication Service (UAS)

To register as a new Client on the UAS, users will need to fill in a registration form (please see
Appendix 1) which they will send to support@ecert.co.za. The fields to be filled in on the form are
as follows:

First Name: First Name of Client contact

Last Name: Last Name of Client Contact

Company Name: Company Name for which the Client system belongs
Email Address: Email address of Contact

Phone Number: Contact phone number

Cell Number: Contact cell number

Once a Client System has been registered successfully the contact person will receive a notification
via email with the client_id, client_secret and Authentication URL. The client_id and client_secret in
turn will be used by the client to authorise and get a token. With a valid token the client system can
call any APl endpoint on the eCert Web API provided all the required parameters are presented.

How to Connect

As a registered client, you will receive a client_id issued by the service provider which will be
used to authenticate each request. The client_id must be sent as part of the request in the
request body as shown below:

KEY VALUE

client_id ‘your client_id"*
client_secret ‘your client_secret’*
grant_type client_credentials



https://cbr.ecert.co.za/
mailto:support@ecert.co.za

*As provided to the client after registration.

VALUE DESCRIPTION

A client system will be required to submit an access token with each request to the eCert APl endpoints. The
url for issuing of the access token is as follows:

Authorization URL: https://uas.ecert.co.za/oauth2/token

Note: Testing can be done on any rest client (e.g. Postman, RestClient) to ensure you retrieve the expected
results before development.

Supported Formats

Messages (data) are delivered via two response types namely XML and JSON. In order to receive
data in a specific format, you need to specify the content type in the response header as such:

Content-Type: ‘application/xml’
Or

Content-Type: ‘application/json’

Code Snippets

Client-Side Examples with AJAX

Following are code snippet examples to illustrate how to call the eCert APl endpoint using AJAX on
the Client side. The examples show how clients can specify which format they want to receive as a
response between Json and XML.


https://uas.ecert.co.za/oauth2/token

Json Format

<script>

$ (document) . ready (function ()

{
var clientId="your client id";
var clientSecret="your client secret";
var applicationRefNo="your application ref no";
var authurl=" https://uas.ecert.co.za/oauth2/token"
var url="https://app.ecert.co.za/api/phytostatus";

S.ajax(
{

//Call auntentication endpoint
url: authurl,
type: 'GET',
dataType: 'json',
headers: {
'client id': clientId,
'client secret': clientSecret,
'grant type': 'client credentials'
},
contentType: 'application/json; charset=utf-8'",
success: function (result,textStatus, xhr) ({
token=data.access_token;

//on successful authentication get API Data
S.ajax ({

url: url,

type: 'POST',

dataType: 'json',

contentType: 'application/json',

headers: {
"Authorization": "bearer " + token,

},

success: function (result) {
console.log(result) ;

},

error: function (xhrXmlHttpRequest, textStatus, error)
console.log('Error occured, please try again');

})
},

error: function (xhrXmlHttpRequest, textStatus, error) {
console.log("Error occured,please try again')

)
})
</script>




XML Format

<script>

$ (document) . ready (function ()

{
var clientId="your client id";
var clientSecret="your client secret";
var applicationRefNo="your application ref no";
var authurl=" https://uas.ecert.co.za/ocauth2/token"
var url="https://app.ecert.co.za/api/phytostatus";

S.ajax(
{

//Call authentication endpoint
url: authurl,
type: 'GET',
dataType: 'json',
headers: {
'client id': clientId,

'client secret': clientSecret,
'grant type': 'client credentials'
},
contentType: 'application/json; charset=utf-8'",

success: function (result, textStatus, xhr) {
token=data.access_token;

//on successful authentication get API Data
S.ajax ({
url: url,
type: 'POST',
dataType: 'xzml',
contentType: 'application/xml',
headers: {
"Authorization": "bearer " + token,
},
success: function (result) {
console.log(result) ;
},
error: function (xhrXmlHttpRequest, textStatus, er-
rorThrown) {

console.log('Error occured,please try again');
b
},

error: function (xhrXmlHttpRequest, textStatus, errorThrown)
console.log("Error occured,please try again')

b
})
</script>




Server-Side examples with C#
The examples below show C# code snippets of how a Client application can call the eCert Web API
authentication endpoint to get the access token and use it to call another authenticated endpoint.

Get AccessToken Method

public static async Task<string> GetWebAPIAccessToken ()
{
var url = " https://uas.ecert.co.za/oauth2/token"
string clientId = "client id";
string clientSecret = "client secret";

using (var client = new HttpClient (new HttpClientHandler()))
{

var request = new HttpRequestMessage ()
{
RequestUri = new Uri (url),
Method = HttpMethod.Get,
Content = null
}i
//client id here
client.DefaultRequestHeaders.Add("client id", clientId);
//client secret here
client.DefaultRequestHeaders.Add("client secret",
clientSecret);
//grant_type here
client.DefaultRequestHeaders.Add("grant type",
“client credentials”);
var response = await client.SendAsync(request);
var result = await response.Content.ReadAsStringAsync() ;

if (response.IsSuccessStatusCode == true)
{
//Deserialise to your token object

var token =JsonConvert.DeserializeObject<Token>(result):;

return token.access token;

}

//return null if client not authenticated
return "";




Use Token to Call Endpoint Code

public static async Task<Status> GetPhytoStatus(string RefNo)
{

string accessToken = await GetWebAPIAccessToken() ;
ApplicationStatus applicationStatus=new ApplicationStatus() ;

//check if client is authenticated
if (accessTokten!=null)
{
using (var client = new HttpClient (new HttpClientHandler()))
{
var url =
"https://www.ecert.co.za/api/phytostatus?ApplicationRefNo=" + RefNo;

var request = new HttpRequestMessage ()
{
RequestUri = new Uri (url),
Method = HttpMethod.POST,
Content = null
}s
// insert token here
client.DefaultRequestHeaders.Add("Authorization", "Bearer
+ accessToken) ;
var response = await client.SendAsync (request);
var result = await response.Content.ReadAsStringAsync() ;

if (response.IsSuccessStatusCode == true)
{

applicationStatus
=JsonConvert.DeserializeObject<Status>(result);

return applicationStatus;

//return null if client not authenticated or request fails
return null;




APPENDIX 1

Application for Web API Access

By completing and returning this form stakeholders in the SA export fruit industry can apply to make
use of the eCert Application Programming Interface (API) in order to download or upload data
from/onto the eCert platform.

This is a generic form and will allow access to generic, already publicly available data. Should
Information of a more confidential nature be required then additional agreements may need to be
entered.

The basis for sharing this information is that Department of Agriculture, Fisheries and
Forestry require stakeholders in the supply chain to conduct pre-verification of relevant details

before presenting their documentation for phytosanitary certification, and also to assist in the
logistics and planning of fruit for Special Markets.

Contact Details

First name:

Last name:

Company Name:

Email address:

Phone number:

Cell number:

Declaration

| agree to use the information provided by Fruit South Africa for the purpose in which it was
intended, and which is specifically aimed at supporting the official process of certification of export
fruit. | further agree to not sure this information to parties whose purpose and objective are not
aligned to making the export certification process more efficient and effective.

Signature Date

Please complete and email back to us on support@ecert.co.za — ATTENTION FRUIT SOUTH AFRICA
(eCert WEB ACCESS)
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